
Privacy in action

Infobip is a global leader in omnichannel 
communication that aims to enable it's customers 
to simplify how they connect with, engage and 
delight their customers at global scale. 
Our programmable communications platform 
delivers a suite of tools for advanced 
customer engagement and support, plus security 
and authentication. We make this available to 
our customers across the widest range of
 communication channels possible. We help 

businesses and developers build, coordinate and 
intelligently orchestrate all engagement activities 
across their customers’ lifecycle. 
While doing that, we see it as our responsibility to 
integrate data protection principles and privacy 
practices into our business processes, products, 
and services. We believe in the idea that the 
responsible use of data not only fosters business 
expansion, but also builds enduring alliances 
between partners, consumers, and brands. 

*The term “Services” means Infobip’s cloud-based communication (CPaaS – Communications Platform-as-a-Service and SaaS – Software-as-a-
Service) and other products and services.

Infobip's privacy program whitepaper

This whitepaper serves as a guide to Infobip’s privacy program, meticulously designed to 
ensure the secure and responsible handling of personal data. Through this document, we aim 
to provide transparency about our privacy practices, outlining the processes and measures we 
have in place to protect the personal data you’ve entrusted us with when using our Services.

// Introduction to privacy program



// People behind the privacy program
Infobip has a dedicated Privacy department that provides the Infobip Group companies with direct 
support on privacy issues and works toward establishing an appropriate level of privacy 
compliance throughout the Infobip Group. It consists of a central Corporate Privacy team based in 
the EU, and regional privacy representatives with dedicated responsibilities for Infobip Group 
companies in a particular region.

With our privacy program, we foster a data protection culture and empower Infobip with privacy 
controls, processes and procedures to ensure global privacy compliance.

The Privacy department’s function includes:

• Managing and overseeing Infobip's compliance with privacy laws through the creation and 
       implementation of a global privacy strategy and privacy program
• Supporting business by applying best privacy practices and privacy-by-design & by default in 

product development
• Supporting customers' adherence to data protection requirements by running a privacy program 

that foresees customers' privacy expectations 
• Providing guidance, recommendations and advice about the processing of personal data and 
       assessing privacy risks concerning the processing
• Fostering a privacy culture within the Infobip Group, by exercising the highest standards of 
       integrity when handling personal data, raising awareness and providing privacy training to 
       Infobip staff

Disclaimer: The information presented in this whitepaper is provided solely for informational purposes and is not intended to be, 
nor should it be construed as, legal advice or a substitute for legal counsel. While we have made every effort to ensure the accu-
racy and completeness of the content, the intricacies of data privacy and related legal regulations can vary based on jurisdiction 
and context. For specific legal advice on compliance with privacy laws and regulations, it is strongly recommended that you 
consult with a qualified legal professional who can provide tailored guidance in accordance with your particular circumstances 
and needs. Your use of the information in this whitepaper is at your own discretion and risk, and we disclaim any liability arising 
from reliance on the contents herein.

// Maintaining confidentiality
Infobip ensures the confidentiality of its employees requiring that confidentiality and non-disclosure 
clauses are signed as part of employment agreements or as a separate document upon hiring, 
depending on the legislative requirements. Non-compliance with data protection and information 
security policies is considered a serious violation of work discipline and the employment contract, 
subject to disciplinary procedures.



// Compliance in action with certifications
Our dedicated and ongoing work in data privacy compliance has been affirmed by independent third 
parties. As a result of the close collaboration between the privacy and security teams, Infobip is 
formally certified with:

• ISO/IEC 27001 (Information Security Management System)
• ISO/IEC 27017 (Code of practice for information security controls based on ISO/IEC 27002 for  

cloud services)
• ISO/IEC 27018 (Code of practice for protection of personally identifiable information (PII) in public 

clouds acting as PII processors)
• ISO/IEC 22301 (Security and resilience - Business continuity management systems)
• AICPA SOC2 type I (American Institute of Certified Public Accountants System and Organization 

Controls 2 - Trust Services Criteria)

Infobip conducts self-evaluation with the CSA STAR Level 1 (Cloud Security Alliance Security, Trust, 
Assurance, and Risk) program and HIPAA (scope limited to HIPAA eligible Services). 
All compliance is assessed on an annual basis and certificates can be downloaded on our web page: 
https://www.infobip.com/certificates.

ISO 27018 certificate confirms Infobip's controls, established to safely handle personal data 
processed on behalf of our customers, and our dedication to protecting the data.

Relevant company policies and procedures (or a substantial change within existing ones) are ap-
proved by management and are communicated automatically to each employee, based on their 
position/department. Additionally, our comprehensive training program ensures that employees are 
equipped with the necessary awareness and understanding of company policies and procedures, as 
well as the ability to implement them effectively in their daily work.

// Setting the standard with policies and procedures

We strive to provide the same high standards of data privacy to all customers, employees, and 
partners – irrespective of where they are based in the world. To achieve this, Infobip has set up a 
comprehensive privacy and security organization with numerous policies and procedures in place in 
the Privacy, IT, and Information Security domain.

Our organization is designed to be in line with ISO/IEC 27001, 27017,27018, and 
22301 certifications and other applicable standards 

https://www.infobip.com/certificates


In today’s digital age, where data is more valuable than ever, safeguarding it is paramount, making 
the need for robust privacy practices more critical than ever. An integral component of any 
comprehensive privacy strategy is providing privacy training for employees.

Infobip conducts comprehensive training programs throughout the year to instill 
a strong culture of data security and privacy awareness.

This ensures that all staff members understand their roles and responsibilities in protecting data. 
During the onboarding period, each new hire is required to complete privacy training where they are 
introduced to internal policies and procedures and information security and privacy requirements they 
must adhere to, and existing employees are continuously educated and trained on privacy and 
security topics. Having privacy training for employees is an indispensable element of a well-rounded 
privacy program that not only ensures compliance with the law but also helps protect your brand, 
customer trust, and the security of sensitive information. 

// Privacy training

// The privacy by design approach
We are committed to responsible personal data collection practices. This means that we strictly limit 
data collection to relevant and necessary information required to fulfill intended purposes. 
We adhere to the principles of data minimization, focusing on storage limitations and integrating 
privacy concepts by design and default into our entire product development lifecycle – from the initial 
concept phase to deployment and continuous operation.

To enforce these principles, we’ve implemented a robust procedure for conducting privacy 
impact assessments. These assessments evaluate potential risks and allow us to embed 
security and privacy as default settings. Our approach involves active collaboration with 
the Privacy and Security department during the development, design, and enhancement of 
products and services. Our internal policies ensure that we apply need-to-know restrictions 
and logging methods.

Infobip maintains a robust approach to ensuring security by adhering to state-of-the-art 
security standards throughout the lifecycle of data processing. This is achieved by applying 
the appropriate technical measures, such as encryption and authentication. Additionally, 
we routinely conduct rigorous security vulnerability testing, with a particular focus on 
preempting security incidents and breaches.

Privacy impact assessment

Ensuring security



Infobip offers a very specific set of Services, for which we 
have drafted product-neutral and custom-made Data 
Processing Agreements (DPA) to reflect those peculiarities. 
Our DPA addresses the privacy obligations of both parties, 
particularly with respect to GDPR and US Privacy Laws. 
This way, even customers subject to stringent privacy laws 
can accept the document without having to negotiate terms. 
For customers signing the agreement for Services, our Data 
Processing Agreement would be an integral part of that 
agreement and for customers that accept Infobip’s 
Terms & Conditions, the Data Processing Agreement is 
available in Clause 6 “Confidentiality and Data Protection”. 

With any new customers, a Data Transfer Agreement (DTA) is 
incorporated in the Data Processing Agreement, if applicable. 
For more information on DTA requirements, visit: 
https://www.infobip.com/policies/data-transfer-agreement 

/ Data Processing 
  Agreement

/ Data Transfer 
  Agreements

// Personal data processing when utilizing 
    Infobip Services
Our customers are mainly businesses that integrate our Services into their business 
operations through:

• Software applications (via API)
• Web interface, the Infobip Portal

By using our cloud communications platform, our customers can communicate with their end-users 
over different channels (SMS, email, voice etc.). We do not maintain a direct relationship with our 
customers’ end-users. Instead, we distribute these communications via telecom operators and other 
communications providers. 

When we do this, we act as the processor on behalf of our customers, and process the relevant 
data for the sole purpose of providing our Services to them. We do that within limits and according to 
customers’ instructions, and in line with the Services terms and conditions, agreement for Services, or 
data processing or similar agreement concluded with the customer. 

The personal data processed depends on the type of Infobip services and/or type of integration with 
Infobip’s services. In any case, depending on the product/feature used, the precise categories of 
personal data are always determined solely by the customer. All details regarding processing are 
included in the Data Processing Agreements we sign with our customers.

Infobip is a controller when we process personal data for our own purposes and do not act on behalf 
of someone else. Those activities are listed in the Privacy Notice and we are committed to processing 
personal data as described and respecting all obligations arising from the applicable privacy law.

https://www.infobip.com/policies/service-terms-conditions
https://www.infobip.com/policies/data-transfer-agreement
https://www.infobip.com/policies/privacy-notice


Region-locked EU data center

// Processing locations
To ensure that our customers receive seamless customer care and technical support, it is possible 
that authorized employees from our affiliated companies have access to customer data. This is due 
to the fact that Infobip is able to operate a 24/7 ‘follow the sun’ support model, which leverages our 
dedicated support engineers located in the countries where we operate. 

Rest assured that support is carried out only by accessing customer data in its original location (the 
data center chosen by the customer) without transferring it into another jurisdiction, and is performed 
in a secure way enabled by strong authentication measures and access protocols in line with Infobip 
Group’s stringent security policies.

All of Infobip’s intercompany processing is regulated by the Infobip Group intercompany data 
processing agreement and, where applicable, European Commission Standard Contractual Clauses 
or transfer clauses adopted by other data protection authorities. For more details about storage and 
access, go to: https://www.infobip.com/policies/processors. 

For customers that require limiting both storage and access to data to the EU 
and adequate countries, Infobip has set up the EU region-locked data center. 
For more information on how to start using our EU region-locked data center 
read our Schrems II: EU region-locked Data Center whitepaper.

Exceptionally and only for the purpose of complex troubleshooting when using E-mail or Voice 
product customer support might be provided by Infobip’s team from Bosnia and Herzegovina. 
For more information about this exceptional case please check the 
list of sub-processors engaged when using EU region-locked data center. 

// Data center location
Infobip always strives to support its customers in compliance with applicable personal data protection 
laws and is devoted to designing its products and services to meet customers' evolving security and 
privacy-related needs and expectations, including their requirements for storing customers' data at 
the chosen location. 

Our global network of over 40 state-of-the-art data centers is designed to cater to your unique 
preferences and needs. We have strategically positioned our data centers in various locations 
worldwide, including the most significant ones in the European Union (Germany), the United States, 
India, and Indonesia, to ensure that your data is stored in a location that is convenient for you.

Customer data is stored in the data center agreed in writing with the customer. In the absence of a 
specific location agreed upon, data would be stored on a default data center used for a particular 
region (e.g., for customers from the European Union, by default, customer's data would be stored in 
Infobip data centers within the European Union, with the main data center situated in Germany).

Additional information regarding the storage of data can be found at 
https://www.infobip.com/policies/processors.

https://www.infobip.com/offices
https://www.infobip.com/policies/processors
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://cdn-web.infobip.com/uploads/2023/05/infobip_schrems_II_EU_region_locked_data_center_whitepaper.pdf
https://www.infobip.com/policies/processors


// Sub-processors

To ensure an efficient provision of Infobip Services, Infobip 
sometimes may engage its affiliates and third parties as 
sub-processors. At Infobip, we meticulously evaluate 
prospective sub-processors to ensure that their privacy 
and security practices align with our highest standards.

Our due diligence process includes comprehensive 
assessments before we engage any new sub-processors. 
These assessments serve to validate their commitment to 
maintaining privacy and security standards that are in 
harmony with our stringent requirements. 
We achieve this by obtaining assurances from reports or 
certifications by independent auditors or by diligently 
reviewing their compliance via our privacy and security 
assessment questionnaires.

For existing sub-processors, we conduct assessments on 
an annual basis. This continuous evaluation ensures that 
they consistently adhere to the high privacy and security 
standards that we uphold. 
The relationship between Infobip and the sub-processor 
that passes the assessment is regulated with a data 
processing agreement.

We are committed to transparency and accountability in 
our processes. To keep you informed, we maintain an 
up-to-date list of all engaged sub-processors, which you 
can access on our dedicated page.

Customers will always be informed whenever we engage 
a new or replacement sub-processor. 
The detailed process of notification and rules of engagement 
is covered in the agreement between Infobip and the 
customer. Infobip remains fully liable to its customer for the 
sub-processor’s performance of data protection obligations.

/ Changes of 
   sub-processors

/ Assessment of 
   sub-processors

https://www.infobip.com/policies/processors


// Retention and deletion practices
Infobip is committed to enabling customers preferences regarding data retention, in accordance with 
business needs and applicable legal requirements, and ensuring that personal data processed on 
behalf of customers is deleted in timely fashion.

Hence, our data retention procedures align with the fundamental principle we follow when 
managing our customers’ personal data on their behalf: data is retained and deleted in accordance 
with our mutual agreements.

Upon termination of the agreement personal data processed on behalf of the customer will be 
returned or deleted within thirty (30) days after the termination, unless the parties agreed otherwise 
in writing.

In the absence of specific agreements, during the provision of 
Services to customers, Infobip adheres to the default retention 
rules to ensure data is retained only for the required duration. 
All the details are available in our Data Retention Notice.

In our commitment to meeting each customer’s unique business 
needs, we offer the flexibility to customize retention periods. If you 
need to modify the default retention periods, kindly reach out to 
your dedicated sales representative or our support team. They are 
at your service for any inquiries or adjustments. Please refer 
to Data Retention Notice for details.

/ Customised 
   retention

// Business Continuity Management
At Infobip, your uninterrupted communication experience is our top priority. Our dedicated Business 
Continuity Program ensures the continuous delivery of Services, even in the face of unexpected 
events or disruptions.
 
Our Business Continuity Program focuses on:  

• Ensuring resilience during unpredictable crisis 
• Annual business impact analysis and strategy analysis 
• Planning and exercises to ensure always-on communications 
• Third-party assurances

Read our Business Continuity Management Program Whitepaper for additional details.

https://www.infobip.com/policies/data-retention-notice
https://www.infobip.com/policies/data-retention-notice
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://cdn-web.infobip.com/uploads/2023/02/Infobip_Business_Continuity_Whitepaper.pdf


For additional information regarding 
privacy in Infobip visit our Privacy Hub

// Technical & organizational measures and best 
    practices to secure customer data
To comply with privacy requirements globally, and to establish best practices in protecting and han-
dling customer's data, Infobip relies on a global, multi-disciplinary, cross-functional team structured 
with the Privacy and Security departments at its center.

The Privacy department is responsible for determining and managing privacy strategy and program 
while the Security department is in charge of Infobip's global information security strategy, imple-
menting security controls, and managing the security program. The Security department is led by the 
Chief Information Security Officer (CISO) and is divided into several teams with dedicated responsibil-
ities, including Security Operation Centar, Security Operations, DevSecOps, IT Security, Application 
Security, Security Governance, Business Continuity and Anti-Fraud.

The synergy between Privacy and Security departments ensures the implementation of privacy & and 
security processes and solutions that meet market demand and are regularly reviewed by indepen-
dent auditors and client assessments and audits since data protection is one of its key priorities. 

In this section, we delve into the technical and organizational measures employed by our company 
to safeguard your data, as well as security recommendations for users. We also provide access to a 
comprehensive documentation hub where you can find detailed technical information on our 
products. Our commitment to data security and your peace of mind is at the core of our approach, 
and we aim to equip you with the knowledge and tools needed to keep your information protected.

Technical & Organizational Measures is the document that provides a general 
overview of the Infobip Platform and implemented security measures.

Infobip Documentation Hub is a repository that provides technical information 
on our products, use cases, implementation guides, security recommendations, 
and much more.

Security Recommendations are guidelines prepared to help customers using 
Infobip Services to securely perform the most common user actions, like 
authentication, file transfer, etc. within the Infobip platform and through the 
Infobip APIs.

https://www.infobip.com/privacy-documents
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://cf-cdn.infobip.com/assets/downloads/Technical_and_organisational_measures.pdf
https://www.infobip.com/docs/
https://www.infobip.com/docs/essentials/security-recommendations
http://www.infobip.com

